	OSDM Technology and Security Checklist

	State of Ohio Standard Forms and Documents



	Architect/Engineer
	     
	
	Date
	     

	Technology Consultant
	     
	
	Construction Manager
	     

	Project Type
	     
	
	Project Phase
	     

	Project Name
	     

	

	

	General Requirements

	[bookmark: Check1]|_|  RCDD on consultant staff

	|_|  Recommend BICSI technician level installer on project and RCDD on contractor staff

	|_|  Coordinate E-Rate funding with Owner

	|_|  Coordinate with any hosted/managed services providers

	|_|  Submit any necessary waivers, variances or sole sources

	|_|  Discuss bandwidth needs with Owner and service provider’s options

	|_|  Submit DD and CD technology documents and OFCC transmittal for review

	|_|  Submit budget transmittal from CM

	|_|  Coordinate documents with Owner-selected project delivery method

	|_|  Check warranty (minimum 3 years) in specifications

	|_|  Other
	     

	

	Section 270526 Grounding and Bonding for Communication Systems

	|_|  Coordinate proper connection to building ground

	|_|  Proper grounding of all equipment in ER and TRs

	|_|  Other
	     

	

	Section 271100 Communications Equipment Room Fittings

	|_|  Coordinate electrical loads required in ER and TRs

	|_|  Coordinate cooling loads required in ER and TRs

	|_|  All ER and TRs are on emergency back-up generators

	|_|  Verify size, location and ceiling height with A/E

	|_|  Access security needs (proximity readers, locks, etc.) with Owner

	|_|  Coordinate proper lighting needs in ER and TRs

	|_|  Cable management

	|_|  Labeling

	|_|  Grounding

	|_|  Backboards

	|_|  Other
	     

	

	Section 271313 Communications Cooper Backbone Cabling

	|_|  Any outside plant cabling required

	|_|  Coordinate with service provider to upgrade cabling to building if necessary

	|_|  Any campus connections needed

	|_|  Coordinate conduit sizes and interdict requirements with MEP

	|_|  Coordinate the entrance facility location with service providers and MEP

	|_|  Provide lightning protection

	|_|  Other
	     




	Section 271323 Communications Optical Fiber Backbone Cabling

	|_|  Any outside plant cabling required

	|_|  Coordinate with service provider to upgrade cabling to building if necessary

	|_|  Coordinate campus connections and upgrades

	|_|  Coordinate conduit sizes and innerduct requirement and locations with MEP

	|_|  Coordinate the entrance facility location with service providers and MEP

	|_|  Using both multimode and singlemode fiber between the ER and TRs

	|_|  Using singlemode fiber for inter-building connections

	|_|  Providing a minimum 25% spare fibers for future use

	|_|  Check proper fiber counts

	|_|  Testing with OTDR required

	|_|  Other
	     

	

	Section 271513 Communications Copper Horizontal Cabling

	|_|  System warranty of 20 years

	|_|  Contractor certified to offer system warranty

	|_|  Minimum category 6 cable

	|_|  Minimum category 6A shielded for wireless access point locations

	|_|  Cable shall be plenum rated

	|_|  Entire system shall be CAT 6 and CAT 6A compliant

	|_|  Cable tests performed for CAT 6 and CAT 6A

	|_|  Other
	     

	

	Section 271543 Audio-Video Communications Horizontal Transport Systems

	|_|  Digital sources only

	|_|  No analog sources

	|_|  Check distances for digital sources

	|_|  Signal extenders for HDMI

	|_|  Signal extender for USB

	|_|  Connect to classroom sound reinforcement system

	|_|  Cable testing

	|_|  Warranty cabling system for 20 years

	|_|  Other
	     

	




	Section 272100 Data Communications Network Equipment

	|_|  Sole source waiver (if applicable)

	|_|  Warranty should be from manufacturer as well as contractor

	|_|  Coordinate WAN connection with Owner’s service provider

	|_|  Router per building

	|_|  File server per building

	|_|  Coordinate operating system with Owner

	|_|  Gigabit POE+ switches for all ports 30 watts simultaneously

	|_|  Build in 15% spare capacity

	|_|  All uplinks shall be 10GB

	|_|  Core switch-dual power supplies and redundant supervisor units

	|_|  Radius server

	|_|  Fire wall

	|_|  Coordinate UPS size according to power loads

	|_|  Correct connections of equipment to power strips and power strips to UPS

	|_|  UPS connected to circuit routed to emergency generator

	|_|  Coordinate a power down policy with Owner

	|_|  Coordinate training with Owner via certified manufacturer trainer

	|_|  Other
	     

	

	Section 272133 Data Communications Wireless Access Points

	|_|  Sole source waiver (if applicable)

	|_|  High density coverage

	|_|  Predictive survey

	|_|  802.11ac standard deployment

	|_|  Provide minimum -65dB signal level minimum 36dB SNR for entire building

	|_|  Provide minimum 7 Mbps throughout per user

	|_|  Verify quantity of users with Owner

	|_|  Pre-installation survey

	|_|  Post-installation survey when building is fully occupied

	|_|  Surveys covering 2.4 GHz and 5.0 GHz included with technology review transmittal

	|_|  Coordinate with law enforcement and safety forces regarding remote and wireless access into building
security and energy management systems

	|_|  Coordinate MDM, App Management and security settings with Owner

	|_|  Coordinate training with Owner and certified manufacturer trainer

	|_|  Other
	     

	




	Section 273123 IP Only PABX System

	|_|  Coordinate all work with Owner and any hosted/managed service provider

	|_|  Sole source waiver needed (if applicable)

	|_|  Shall be a VoIP system

	|_|  E-911 support

	|_|  Building to be equipped with a survivable remote unit

	|_|  Full-duplex handsets

	|_|  Coordinate handset types and uses with Owner

	|_|  Wireless handsets

	|_|  Video conference phone

	|_|  Voicemail

	|_|  Coordinate training with Owner (40 hours)

	|_|  Other
	     

	

	Section 274119 Video Display Equipment

	|_|  Coordinate AV with curriculum goals and needs

	|_|  Flat panel displays

	|_|  Flat panel interactive displays

	|_|  Interactive projectors

	|_|  Large venue projectors

	|_|  Mounts

	|_|  Tablets

	|_|  Student response system

	|_|  Document cameras

	|_|  Webcams

	|_|  Coordinate display/projector locations with day lighting professional (if applicable)

	|_|  Coordinate training with Owner (40 hours)

	|_|  Other
	     

	

	Section 274125 Digital Media Management System

	|_|  Sole source waiver (if applicable)

	|_|  Variance to delete system (if applicable)

	|_|  Variance for hosted/managed system (if applicable)

	|_|  Digital messaging

	|_|  All digital system – no analog

	|_|  Set top box needed/where

	|_|  Digital video server

	|_|  Digital video control and scheduling system

	|_|  Video camera system

	|_|  Blu-Ray player

	|_|  Coordinate digital broadcast media source (6-12 channels)

	|_|  Coordinate training with Owner (40 hours)

	|_|  Other
	     

	




	Section 275121 Student Dining/Auditeria Sound Reinforcement System – High School

	|_|  Sound reinforcement system

	|_|  Stage/production intercom system

	|_|  Assistive listening system (proper number of devices based on occupancy)

	|_|  Monitor/effects fold back system

	|_|  Stationary sound rack

	|_|  Portable sound rack

	|_|  House speakers

	|_|  Monitor speakers

	|_|  Microphone jacks

	|_|  Microphones

	|_|  Mixing console

	|_|  Ceiling microphones

	|_|  Coordinate interface with display/projector

	|_|  Coordinate training with Owner (8 hours)

	|_|  Other
	     

	

	Section 275122 Student Dining/Cafeteria Sound Reinforcement System

	|_|  Sound reinforcement system

	|_|  Assistive listening system (proper number of devices based on occupancy)

	|_|  Stationary sound rack

	|_|  Speakers

	|_|  Microphone jacks

	|_|  Microphones

	|_|  Coordinate interface with display/projector

	|_|  Coordinate training with Owner (8 hours)

	|_|  Other
	     

	

	Section 275123 Central Sound and Paging System

	|_|  Sole source waiver (if applicable)

	|_|  Baseline – call buttons, variance if not provided

	|_|  Two-way intercom

	|_|  Telephone system interface

	|_|  Call buttons

	|_|  Coordinate placement of program source cabinet with Owner

	|_|  Coordinate emergency tones with Owner

	|_|  Coordinate paging microphone/handset location with Owner

	|_|  Coordinate placement of volume control speakers with Owner

	|_|  Coordinate placement of outdoor speakers with Owner and MEP for pathway

	|_|  Coordinate training with Owner (40 hours)

	|_|  Other
	     

	




	Section 275124 Gymnasium Sound Reinforcement System

	|_|  Sound reinforcement system

	|_|  Assistive listening system (proper number of devices based on occupancy)

	|_|  Stationary sound rack

	|_|  Portable sound rack

	|_|  Speaker cluster or distributed speakers

	|_|  Microphone jacks

	|_|  Microphones

	|_|  Coordinate equipment and connections needed at score table

	|_|  Coordinate training with Owner (8 hours)

	|_|  Other
	     

	

	Section 275125 Music Room Audio Program Playback System – Middle School

	|_|  Coordinate mobile or permanently mounted system with Owner

	|_|  Mixer

	|_|  Amplifier

	|_|  Equalizer

	|_|  CD/digital media player

	|_|  Docking station

	|_|  Input jack panel

	|_|  Speakers

	|_|  Microphone jack

	|_|  Microphones

	|_|  Coordinate speaker locations with lighting

	|_|  Coordinate training with Owner (4 hours)

	|_|  Other
	     

	

	Section 275126 Music Room Audio Program Recording/Playback System – High School

	|_|  Coordinate mobile or permanently mounted system with Owner

	|_|  Mixer

	|_|  Recording input panel

	|_|  Stereo playback mixer

	|_|  Program source playback panel

	|_|  Amplifier

	|_|  Equalizer

	|_|  CD/digital medal player

	|_|  Docking station

	|_|  Input jack panel

	|_|  Speakers

	|_|  Microphone jack

	|_|  Microphones

	|_|  Ceiling microphones or microphone stands

	|_|  Coordinate speaker locations with lighting

	|_|  Coordinate training with Owner (4 hours)

	|_|  Other
	     

	Section 275127 Classroom Sound Reinforcement System

	|_|  IR or RF system

	|_|  Two (2) wireless microphones, input channels and individual volume control

	|_|  Auxiliary inputs

	|_|  One (1) auxiliary output for ADA wireless headset system

	|_|  Coordinate IR or RF sensor with MEP light sensor to avoid interference

	|_|  Speaker placement (4 speakers minimum)

	|_|  Coordinate placement of system with A/E and Owner

	|_|  Sound system mutes when central paging occurs

	|_|  Coordinate training with Owner (4 hours)

	|_|  Other
	     

	

	Section 275313 Clock Systems

	|_|  Synchronized with US atomic clock via GPS, Internet or CDMA

	|_|  Self-correcting daylight savings

	|_|  Coordinate locations of clocks with Owner

	|_|  Master clock to integrate bell schedules

	|_|  Coordinate bell schedules with Owner

	|_|  Wired or wireless clocks

	|_|  Coordinate locations with furniture layout (i.e. lockers)

	|_|  Coordinate training with Owner (4 hours)

	|_|  Other
	     

	

	Section 281300 Access Control System

	|_|  Establish security policies with Owner

	|_|  Provide local and remote control of all access points and alarm sensors

	|_|  Shall integrate seamlessly with intrusion detection and CCTV

	|_|  Coordinate elevator control with Owner

	|_|  Coordinate operator permission levels with Owner

	|_|  Coordinate badge requirements with Owner

	|_|  Coordinate report generation needs with Owner

	|_|  Coordinate access rights for cards with Owner

	|_|  Coordinate card holder information with Owner

	|_|  Coordinate building schedule with Owner

	|_|  Coordinate alarms and video analytics

	|_|  Coordinate graphical maps with Owner

	|_|  Coordinate visitor management with Owner

	|_|  Coordinate building control with MEP and Owner

	|_|  Locate card readers with Owner

	|_|  Coordinate training with Owner (40 hours)

	|_|  Coordinate door hardware and programming responsibilities with CM, A/E, electrical and door hardware
contractor

	|_|  Other
	     

	

	

	

	Section 281600 Intrusion Detection System

	|_|  Coordinate alarm zones with Owner

	|_|  Integrate with building lighting systems to activate lights on an alarm trigger

	|_|  Shall be integrated with the CCTV system

	|_|  Integrate with fire alarm system

	|_|  Coordinate the monthly reports with Owner

	|_|  Locate keypads with Owner and A/E

	|_|  Locate door contacts with Owner and A/E

	|_|  Locate motion detectors with Owner (optional)

	|_|  Coordinate training with Owner (4 hours)

	|_|  Other
	     

	

	Section 282300 Video Surveillance System

	|_|  Provide an all IP-based system with digital cameras

	|_|  Integrate with access control system and intrusion detection system

	|_|  Coordinate camera locations with Owner and A/E

	|_|  Coordinate the need for public signage about recording with Owner

	|_|  Coordinate viewing access with Owner

	|_|  NVR shall be able to record full-screen video images continuously, upon motion detection or a timed schedule

	|_|  Provide 30 days storage average rate of 7.5 fps per camera, full resolution HD

	|_|  Coordinate training with Owner (40 hours)

	|_|  Other
	     

	

	Section 282600 Area of Refuge Intercommunication System

	|_|  Coordinate area of refuge requirements with A/E

	|_|  Coordinate training with Owner (4 hours)

	|_|  Other
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